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Worlds #1 Securi oo Award Winning Cyber Veteran

Cyber Global Exbf R i ” Global Cyber Strategic Advisor

Retired Chief of Police/TX Master Peace Officer Reserve Former Deputy CISO for all of Texas
Retired Global CSO (Chief Security Officer) Commander for the Largest Cyberattack on Local Government in US History / M\
\ World Crime PreyenieT Certified/Exper'r Director of Research for DF and Cyber at SHSU, eat em up kats r
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THE TOASTER IS THREATENING TO BURN THE HOUSE
DOWN IF WE DON'T FEED IT SOME CRYPTO!
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pay hackers the ransom RANSOMWARE
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Destroys backups ATTACKS A
+ Steals credentials COMPANY EVERY

* Publicly exposes victims
* Leaks stolen data

* Threatens victim's customers
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DRAWINGS AND F STICS ~ SYSTEMS AND EQUIPMENT

Why design things themselves when they ~ If they can compromise your logistics and This is where it gets real bad, they compromise your
systems and hold your data hostage, or worse yet,

can just take yours2 supply chain, they can ruin you or hold you they compromise your equipment and get people
hostqge killed.




Hackers can play with construction cranes like toys

@ January 17, 2019 Posted by: Kerry Tomlinson, Archer News

H.R.6487 - Port Crane Security and Inspection Act of 2022

INDUSTRY NEWS = (© 2 minread » [] 117th Congress (2021-2022) | Get alerts

World"s Largest Crane Maker UL cen
Suffers Global Cyber Attack, e S B

Latest Action: House - 01/26/2 Referred to the Subcommittee on Cybersecurity, Infrastructure Protection, and Innovation. (All Actions)

(0 ti t a Halt
pera Io ns a a a Tracker: @ Introduced Passed House > Passed Senate »  To President »  Became Law

Filip TRUTA Ad  One product to protect all your devices, without slowing them down.
January 2;6, 2021 Free 90-day trial

[[] HackRead
Watch as hackers take over a construction crane

After all, what would they get by hacking a crane? However, researchers at
Trend Micro, a cyber-security firm, claim that construction cranes. ..

https:/ /www.hackread.com /watch-as- Jan 17, 2019

hackers-take-over-construction-crane /



ellectual Property

Approach cyber like any

oroblem Logistics

Anything that can affect the bottom line
and touches technology in anyway

“You run the crane business, let your partner take care of your
cyber”, #1 Security Influencer






https://www.flickr.com/photos/elsie/790220139/
https://creativecommons.org/licenses/by/3.0/

When you have a

(f When they do pay, it is usuqlly to the bad guys and does not cover your own recovery



s fo your own

llars in crypto currency

you won't pay, they publish or auction

They bre&k'o--.h__

your information on the dark web

@ If you get hit once, you can expect to get hit again, and sooner than later.
/) They keep track of the soft targets and sell /share that info to each other: Who you gonna call?
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{HERE WERE AN ESTIMATED 185 MILLION RANSOMWARE ATTACKS GLOBALLY | -'

HOW THEY ATTACK A Surge in

Ransomware

Global Median

WHO ATTACKERS ARE Dwell Time

q Today’s Threat GI’OUpS Most Frequently Used TeChanues One in four Mandiant incident

P = response engagements
T e T Initial Infection Vector MITRE ATT&CK invglve 4 ran?or?’\ware.
Phishing attacks (when identified)

focused on monetization
() 2020

25%
| 14%

more than 5%
of intrusions

Ransomware Investigaticns

Today, adversaries
Active FIN more frequently work

Gl together to complete -

their missions.

SUNBURST/UNC2452
Highly advanced
supply chain attack

2020

5 Days

Investigations

n

FIN Groups 6
(ETE) Multiple Threat
Groups Identified per
Environment

41
APT Groups 2020

o . _
- 2016 9% "Pervasive ransomware camp
UNC: uncategorized threat actor 1 5 % m ed Ia n dwe I I tl S

FIN: financially motivated threat actor Q hif . No t P~ .

Phishing

APT: advanced persistent threat group

Days

WHAT THEY WANT
Targeted Attacks

Global Dwell Time
In 2020, the global median dwell time dropped below one month for the first time.
Median Dwell Time Organizations are now detecting incidents in only 24 days—more than twice as fast
as 2019. These improvements in detection hold true regardless of the notification

Objective: Financial Gain Objective: Data Theft

) S 41 6 ) : !4 source. Global median dwell time for incidents which were detected internally
Direct Direct financial Data Theft K . X . . ) )
gain includes dropped to just 12 days and incidents with external notification sources came in at
- DAYS IN 2011 DAYS IN 2020 73 days.

ransom,
payment card
theft and illicit
transfers.

Resell
Access

1P/
Espionage



@ The time to start is now, get ahead while you can.
/) Planning and a focus on fundamentals are the only way to beat these guys. -Andy
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/ There is no such thing as a shameless plug, its just a plug.



HOW THE WWHY
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